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i I
Introduction

The Left Out Project, supported by the Feminist Internet Research Network (FIRN),
explored online gender-based violence (OGBV) as experienced by transgender, non-binary
and gender-diverse (TNBGD) people in Botswana, Rwanda, South Africa and Uganda.
Through this project, we aimed to centre TNBGD people’s experiences of OGBV so that
responses to OGBV (e.g., policies) may be better informed and ensure stronger protections
for TNBGD people.

TNBGD people are often subjected to violence based on their gender identity. Transphobic
violence manifests in a number of ways, which can range from verbal to physical abuse,
sexual violence, and even murder. Transgender women, in particular, experience the highest
rates of violence'. In 2021, Muller et al., in their study of nine African countries, reported that
“three in four transgender women (73%) had experienced a form of violence in their lifetime,
and almost half (45%) in the past year.”? Transphobia and the threat of transphobic violence
have a significant impact on transgender people’s mental health.?

Violence against LGBTQIA+ people, and in particular transgender people, has increased
worldwide.* The spike in hate crime-related murders is a result of a “culture of violence” that
emerges from transphobia and intersecting discriminations on the basis of racism, sexism
and homophobia.® It bears noting that police reports and crime statistics do not accurately

1 Miller, A., Daskilewicz, K., Kabwe, M. L., Mmolai-Chalmers, A., Morroni, C., Muparamoto, N., Muula, A. S., Odira, V., Zimba,
M., and Southern and Eastern African Research Collective for Health (SEARCH). (2021). Experience of and factors
associated with violence against sexual and gender minorities in nine African countries: a cross-sectional study. BMC
Public Health, 21, 357. https://doi.org/10.1186/s12889-021-10314-w; Graaff, K. (2021). The Implications of a Narrow
Understanding of Gender-Based Violence. Feminist Encounters: A Journal of Critical Studies in Culture and Politics, 5(1).
https://doi.org/10.20897/femenc/9749

Miiller et al. (2021). Op. cit

3 Lanham, M., Ridgeway, K., Dayton, R., Castillo, B. M., Brennan, C., Davis, D. A.,, Emmanuel, D., Morales, G. J., Cheririser, C.,
Rodriguez, B., Cooke, J., Santi, K., & Evens, E. (2019). “We're Going to Leave You for Last, Because of How You Are”:
Transgender Women's Experiences of Gender-Based Violence in Healthcare, Education, and Police Encounters in Latin
America and the Caribbean. Violence and Gender, 6(1), 37-46. https://doi.org/10.1089/vio.2018.0015

4 Human Rights Campaign. (n/d). Fatal Violence Against the Transgender and Gender Non-Conforming Community in
2020. https://www.hrc.org/resources/violence-against-the-trans-and-gender-non-conforming-community-in-2020

5 Ibid.
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reflect the degree of transphobic crime, due to the misgendering of transgender people by
police, the criminal justice system and the media.® On the African continent, LGBTQIA+’
rights are in a dismal state, and as Iranti reports, “violence against LGBTQI+ people is a
critical area of concern for the African continent.”® Where countries do afford some state
protections, these protections do not always translate from paper to people, in that high
rates of homophobic and transphobic violence are still found.®

Botswana is a country in Southern Africa, neighboured by South Africa, Zimbabwe, Namibia
and Zambia, and forms part of the Southern African Development Community. In 2019,

the High Court of Botswana repealed laws that criminalise and discriminate against LGBT
people.’® In 2017, the High Court ruled that a transgender man was allowed to have official
documents that reflected his gender identity. This judgement meant that transgender
people in Botswana can now have their identities recognised and affirmed legally.™

Rwanda does not outlaw being lesbian, gay, bisexual or transgender, but sexual identity is
not frequently discussed or acknowledged. Rwanda is “a signatory to the 2011 United
Nations statement condemning violence against LGBT people,” but, like South Africa
where LGBT rights are protected, socially homophobia and transphobia persist.”™ While the
constitution protects citizens from discrimination, protections for sexual orientation and
gender identity are not explicitly stated in the same way that protections based on race or
sex are, for instance.™

6  Graaff, K. (2021). Op. cit.

This study refers to LGBTQIA+ rights to be as inclusive as possible of all identities within this community. This may not
always apply, depending on identities being referred to in laws, for instance. While the study is specifically concerned
with transgender, non-binary and gender-diverse people’s experiences of online gender-based violence, many TNBGD
people may also identify as lesbian, gay, bisexual, intersex, asexual, queer, among other identities.

8 Iranti. (2019). Data Collection and Reporting on Violence Perpetrated Against LGBTQI Persons in Botswana, Kenya,
Malawi, South Africa and Uganda: A report prepared for the Arcus Foundation.
https://www.arcusfoundation.org/wp-content/uploads/2020/04/Iranti-Violence-Against-LGBTQI-Persons-in-Botswana
-Kenya-Malawi-South-Africa-Uganda.pdf

9  McLean, N. (2020). Creating safe spaces: Digital as an enabling environment for TNB people. In S. K. Kattari (Ed.), Social
Work and Health Care Practice with Transgender and Nonbinary Individuals and Communities. Routledge; Mhaka, T.
(2021, 30 April). Africa’s LGBTQ communities need more protection and support. Al Jazeera.
https://www.aljazeera.com/opinions/2021/4/30/africas-lgbtg-communities-need-more-protection-and-support

10 Epprecht, M. (2019, 29 July). Botswana recognizes LGBTQ rights, leading the way in southern Africa. The Conversation.
https://theconversation.com/botswana-recognizes-lgbtg-rights-leading-the-way-in-southern-africa-119277

11 Reid, G. (2017, 3 October). Victory for Gender Identity in Botswana: Country’s High Court Rules in Favor of Transgender
Man. Human Rights Watch. https://www.hrw.org/news/2017/10/03/victory-gender-identity-botswana

12 USAID. (2019). Rwanda: Gender and Social Inclusion Analysis Report. United States Agency for International
Development.

13 Igonya, E. K. (2022, 16 May). Rwanda: LGBT rights are protected on paper but discrimination and homophobia persist.
The Conversation. https://theconversation.com/rwanda-Igbt-rights-are-protected-on-paper-but-discrimination-and-
homophobia-persist-182949

14  Andresen, M. (2020, 20 November). Rwanda'’s transgender community face violent detentions for being trans. VICE.
https://www.vice.com/en/article/4adxv9/rwandas-transgender-community-face-violent-detentions-for-being-trans
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South Africa is often celebrated, both locally and globally, as the champion of LGBTQIA+
rights, with the country’s post-apartheid constitution being the first in the world to protect
people regardless of sexual orientation.” However, many LGBTQIA+ South Africans
continue to face homophobic and transphobic harassment and violence within their
communities.’ In July 2021, the South African Government News Agency, SAnews,
reported that “South Africa has recently seen an increase in the number of attacks again
lesbians, gays and transgender people,” and that 29 cases of hate crimes against the
LGBTQIA+ community had been documented since the start of 2020.""” Meanwhile, Gender
DynamiX “documented 60 cases of human rights violations perpetrated against trans and
gender diverse persons in the space of three months.”"®

Uganda’s LGBTQIA+ community is currently the target of the country’s Anti-Homosexuality
Bill, which criminalises same-sex relationships and sexual activities between members

of the same sex.” This makes them the target of state violence as well as public
discrimination and violence. The Ugandan government squashes political organising; for
instance, in August 2022, the government banned Sexual Minorities Uganda (SMUG), a
LGBTQIA+ rights organisation, from operating.?° There are no laws that outright criminalise
transgender, non-binary and gender-diverse people, but they “have been indirectly
criminalised under the offences of ‘personation’ (false representation), public indecency
and the criminalisation of consensual same-sex sexual acts.””

Our research uncovered that violence affecting TNBGD people online is widespread
across the four countries through systemic, cultural, religious and political influence.
Our participants reported discrimination from health care professionals, being arrested
and detained, sexual harassment and violence, online harassment, and being targeted
by transphobic groups, to name only a few. The Left Out Project takes the position that
the violence that TNBGD people experience is gender-based violence and should be
considered as such and accounted for in current thinking around gender-based violence.
See further discussion on this in section 3, “Online gender-based violence: Towards an
inclusive framework”.

15 The Constitution of the Republic of South Africa, Act 108 of 1996; McLean, N. (2018). The Rupture in the Rainbow: An
exploration of Joburg Pride’s fragmentation, 1990 to 2073. Doctoral thesis, Rhodes University.

16 MecLean, N. (2015). Zwischen Party und Protest. Sudlink, 174,17; Wells, H., & Polders, L. (2006). Anti-Gay Hate Crimes in
South Africa: Prevalence, Reporting Practices, and Experiences of the Police. African Feminisms, 2(3); Teal, J., &
Conover-Williams, M. (2016). Homophobia without Homophobes: Deconstructing the Public Discourses of 21st Century
Queer Sexualities in the United States. Humboldt Journal of Social Relations, 38; Thoreson, R. (2008). Somewhere over
the Rainbow Nation: Gay, Lesbian and Bisexual Activism in South Africa. Journal of Southern African Studies, 34(3).

17  SAnews. (2021, 1 July). Spate of attacks on LGBTQI+ community in SA.
https://www.sanews.gov.za/south-africa/spate-attacks-Igbtgi-community-sa

18 Gender DynamiX (2021). Annual Report. https://www.genderdynamix.org.za/gdx-annual-reports

19  Kahungi, N. (2023, 2 May). Uganda Parliament passes anti-homosexuality bill with president’s amendments. JURIST.
https://www.jurist.org/news/2023/05/uganda-parliament-passes-anti-homosexuality-bill-with-presidents-amendments

20 Nyeko, 0. (2022, 12 August). Uganda bans prominent LGBTQ rights group. Human Rights Watch.
https://www.hrw.org/news/2022/08/12/uganda-bans-prominent-lgbtg-rights-group

21  United Kingdom Government (2022, 11 February). Country policy and information note: sexual orientation and gender,
Uganda. https://www.gov.uk/government/publications/uganda-country-policy-and-information-notes/country-policy-
and-information-note-sexual-orientation-and-gender-uganda-february-2022-accessible-version
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The Left Out Project, in seeking to explore and understand TNBGD people’s experiences

of OGBV, adopted a qualitative feminist internet research approach primarily influenced

by standpoint theory, intersectionality, reflexivity and feminist ethics of care.? Interviews
were conducted with participants to explore their experiences of OGBV. This data was then
analysed using thematic analysis.

Qualitative research makes it possible to gather in-depth and meaningful knowledge that
enables exploration of the experiences of TNBGD people with regards to OGBV.%

Feminist internet research draws its influence from feminism, which seeks “to end sexism,
sexual exploitation, and sexual oppression.”?* Feminist research interrogates and disrupts
power, and has at its core the goal of dismantling systemic oppression to create a more
just and inclusive reality.?> The FIRN methodological and ethical framework presents four
key pillars to doing feminist internet research, namely standpoint theory, intersectionality,
reflexivity, and feminist ethics of care. The pillars are discussed very briefly below. A more
in-depth discussion can be found in the FIRN meta-research project report.2

Standpoint theory places emphasis on the lived experiences of those who are
marginalised and holds that “knowledge is always socially situated."?” Standpoint is not
only about knowing the conditions of oppressed groups, but about critically engaging with

22 McLean, N. (2022). Feminist Internet Research Network: Meta-research project report. Association for Progressive
Communications. https://www.apc.org/en/node/38022

23 Staples, J. M, Bird, E. R., Masters, T. N., & George, W. H. (2018). Considerations for Culturally Sensitive Research With
Transgender Adults: A Qualitative Analysis. The Journal of Sex Research, 55(8), 1065-1067.

24 Hooks, B. (2000). Feminism is for Everybody: Passionate Politics. Pluto Press.

25 Hesse-Biber, S. N. (Ed.). (2007). Handbook of Feminist Research: Theory and Praxis. SAGE Publications; Cooky, C.,
Linabary, J. R., & Corple, D. J. (2018). Navigating Big Data dilemmas: Feminist holistic reflexivity in social media
research. Big Data & Society, 5(2); Wigginton, B., & Lafrance, M. N. (2019). Learning critical feminist research: A brief
introduction to feminist epistemologies and methodologies. Feminism & Psychology, 0(0), 1-17.

26 McLean, N. (2022). Op. cit.

27 Harding, S. (2004). Introduction: Standpoint Theory as a Site of Political, Philosophical, and Scientific Debate. In S.
Harding (Ed.), The Feminist Standpoint Theory Reader: Intellectual and Political Controversies. Routledge.
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these positions, eliciting key insights, and using this knowledge and understanding for the
purposes of emancipation and knowledge building.?®

Standpoint theory informed our research through making it clear to us as researchers that
our participants have a wealth of knowledge from their lived experiences, and that they are
better informed about their experiences than we as researchers could ever be. Adopting
such an approach ensures that as researchers, we limit how much meaning we impose or
assume about the research area and are primarily guided by the participants, allowing for
a more careful understanding of the perspectives of TNBGD people in Botswana, Rwanda,
South Africa and Uganda.

Intersectionality is the understanding that all forms of struggle and oppression are linked
and overlap through race, gender identities, nationality, religion and sexuality.?® Crenshaw
introduced the concept of intersectionality to show how discrimination based on gender
and race, and other identity-based discriminations, exacerbate each other, and that they
cannot be separated out.®® This informs us that our participants may experience multiple
forms of discrimination that may come to be compounded and result in a unique experience
of marginalisation.

Space was created for our participants to share how different aspects of their identity
may overlap and intersect with the discrimination and oppression they experience as
TNBGD people. The key identity aspect that was identified as intersecting with their
gender identity is their sexual identity as people who identify as part of the LGBTQIA+
community. This is, unfortunately, not a surprising overlap and exacerbation of
discrimination given the current climate of push-back on LGBTQIA+ rights and increase in
hate-based anti-LGBTQIA+ rhetoric.

Reflexivity makes it possible for researchers to engage with their own positionality, power
and privilege.?" It asks that researchers critically consider their positionality, and how this
impacts on the research process and their participants. Positionality allows researchers to
engage with how their social location, privilege, values and assumptions, to name a few, may
influence the research process.® For instance, one researcher identifies as trans non-binary
while another identifies as cisgender, and these positionalities, in addition to other identity
experiences, shaped their experiences and interactions with the participants and each other.

28 Fawcett, B., & Hearn, J. (2004). Researching others: epistemology, experience, standpoints and participation.
International Journal of Social Research Methodology, 7(3), 201-18.

29 Crenshaw, K. (1991). Mapping the margins: Intersectionality, identity politics, and violence against women of color.
Stanford Law Review, 43, 1241-99; McLean, N. (2022). Op. cit.

30 Hesse-Biber, Crenshaw, K. (1989). Demarginalizing the Intersection of Race and Sex: A Black Feminist Critique of
Antidiscrimination Doctrine, Feminist Theory and Antiracist Politics. University of Chicago Legal Forum, 1,139-167.
https://chicagounbound.uchicago.edu/uclf/vol1989/iss1/8

31 Hundle, A. K., Szeman, |., & Hoare, J. P. (2019). What is the Transnational in Transnational Feminist Research? Feminist
Review, 121(1), 3-8; Rodriguez-Dorans, E. (2018). Reflexivity and ethical research practice while interviewing on sexual
topics. International Journal of Social Research Methodology, 21(6), 747-60; McLean, N. (2022). Op. cit.

32 Hundle, A K., Szeman, |., & Hoare, J. P. (2019). Op. cit.
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Nyx McLean is the Southern Africa researcher on this project, based in both the Eastern
Cape and Western Cape of South Africa. They are a white transgender non-binary queer
person who uses the pronouns they/them, and have been involved in LGBTQIA+ advocacy
and research since 2005. They shared how during this project, given the shift in global
politics around LGBTQIA+ rights, especially transgender rights, they had started to notice an
increase in harassment and hate speech. They experienced this personally in their offline
spaces, and while this was distressing and difficult, the feminist ethics of care guiding the
project ensured that we were able to speak this through and to also relate more carefully
with the participants of our project.

Thurlo Cicero is the East African researcher and is based in Kigali, Rwanda. He works in
international development with a focus on advancing access to information and technology
to underprivileged, marginalised communities and those left behind. Thurlo is a mixed-

race South African from Cape Town who is queer and uses he/him pronouns. He has been
involved in LGBTQIA+ advocacy since he was 17 years old and volunteered at Triangle
Project during university. He also formed part of the Cape Town Pride organising committee
in 2004 and 2005 - advocating for the greater inclusion of Black and Brown causes within
the community to highlight the critical issue of corrective rape, which targets our lesbian
sisters in townships. The Left Out Project further expands his reach, using technology,

to see how this research can offer ways to keep safe online while also advocating for

the expansion of the definition of OGBV which will ultimately lend itself to better legal
protections for TNBGD people within Africa and beyond.

Feminist ethics of care is centred on the concern for the research community and
participants,® and asks researchers to consider whether their work benefits participants
and communities or is extractive and perpetuates injustice. Incorporating ethics of care into
the research allowed researchers to consider the sensitivities surrounding OGBV and the
violent experiences participants may have encountered. Using feminist ethics of care, it was
possible to create an environment of care that responds to the needs of participants.

Researchers contacted LGBTQIA+ activists, organisations, and networks to enlist their
help in reaching participants and to ensure that support structures for participants were
in place when needed. It does need to be noted that given the state of LGBTQIA+ rights
on the African continent, this is a particularly vulnerable group and their safety is of the
utmost importance.

To facilitate this process of keeping the identities of the participants safe, especially in
areas where TNBGD individuals are not protected, researchers opted to use aliases and
asked participants to not utilise the video-sharing tool built into the video software and

33 Preissle, J. (2007). Feminist research ethics. In S. N. Hesse-Biber (Ed.), Handbook of Feminist Research: Theory and
Praxis. SAGE Publications; Edwards, R., & Mauthner, M. (2012). Ethics and feminist research: Theory and practice. In T.
Miller, M. Birch, M. Mauthner, & J. Jessop (Eds.), Ethics in Qualitative Research, Second Edition. SAGE Publications;
Knapp, D. v. B. & Ogunbanjo, G.(2009). Feminism and the ethics of care. South African Family Practice, 51(2), 116-18.
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to instead make use of the audio function.®* Before recording, researchers discussed the
research with the participants, as well as any possible risks to them, as a means of ensuring
informed consent. Once participants had provided their consent, recording was initiated.
The audio file was recorded directly to the researchers’ hard drives to avoid copies residing
on third-party servers. As another measure to ensure that the information of participants is
kept safe, the research team used Riseup?® for email communication.

Researchers worked to create an environment that allowed participants to be more
comfortable and at ease. This included asking participants how comfortable they were,
and how the interview could be adapted to make the online call more considerate of their
needs. Participants were also told that they could freely opt out of the interview or retract
their consent at any time.

Being fully aware of the legal ramifications this may have on some of the participants,
researchers reiterated how participant information would be handled, processed and
stored. Participants were also informed that their identities would remain anonymous.3
Virtual private networks were used to hide the location of the researchers to ensure their
safety was also being cared for.

Sampling: The research was conducted in September and October 2022 with 29 adult
individuals 18 years and older who reside in Botswana, Rwanda, South Africa and Uganda.
Researchers selected two countries where LGBTQIA+ rights are legalised, namely
Botswana and South Africa, and two countries where LGBTQIA+ rights are not protected,
these countries being Rwanda and Uganda. The reasoning behind this would be to explore
how TNBGD people’s experiences of OGBV would differ or if common themes would
emerge across some or all of the countries.

The Left Out Project researchers divided the four countries into two regions, Southern
Africa and East Africa. The reasoning for this decision was that the two researchers were
stationed in South Africa and Rwanda, respectively. Due to the political environment of the
countries chosen, the researchers had to determine the safest method and course to take
in reaching out to participants. It became apparent that social media in Southern Africa
was better utilised to communicate and garner interest, and so the researcher in Southern
Africa opted to use social media in tandem with contacting LGBTQIA+ organisations
directly for participation. On the other hand, in East Africa, freedom of speech is more
curtailed on social media and tracking and tracing in this part of the world could have
consequences for participants willing to engage; as a result, the researcher opted to only
contact known organisations which are associated with minority, LGBTQIA+ and gender
rights advocacy.

34  McLean, N. (2022). Op. cit.
35 https://riseup.net/
36 McLean, N. (2022). Op. cit.
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PARTICIPANTS

BOTSWANA

Identifier

B1

B2

B3

B4

B5

B6

Participant details

Participant B1 uses she/her pronouns, identifies as a
transwoman, and is 32 years old. The only social media
platform she uses is Facebook.

Participant B2 uses they/them pronouns, identifies as
transmasculine and non-binary, and is 35 years old.
The social media platforms they use include Facebook,
Twitter, WhatsApp, Instagram and TikTok.

Participant B3 uses they/them pronouns, identifies as
non-binary, and is 24 years old. The social media
platforms they use include Facebook, TikTok, WhatsApp,
Instagram and email.

Participant B4 uses they/them and he/him pronouns,
identifies as trans non-binary but more on the
masculine side of the gender spectrum, and is 26

years old. The social media platforms they use include
YouTube and Instagram.

Participant B5 uses he/him pronouns, identifies as
a transman, and is 29 years old. The social media
platforms he uses include Facebook, YouTube, TikTok
and WhatsApp.

Participant B6 uses he/him pronouns, identifies as
trans and “masculine presenting”, and is 27 years old.
The social media platforms he uses include Facebook,
WhatsApp and Twitter.

2. METHODOLOGY, DESIGN AND ETHICS
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PARTICIPANTS

RWANDA

Identifier Participant details

R1 Participant R1 uses she/her pronouns, identifies as
transgender, and is 29 years old. The social media
platforms she uses include Facebook, email, WhatsApp,
Grindr, Snapchat, Badoo, Instagram and Telegram.

R2 Participant R2 uses she/her pronouns, identifies as
transgender, and is 27 years old. The social media
platforms she uses include Instagram, TikTok, Facebook
and WhatsApp.

R3 Participant R3 uses she/her pronouns, identifies
as transgender, and is 20 years old. The social
media platforms she uses include TikTok, Facebook
and WhatsApp.

R4 Participant R4 uses she/her pronouns, identifies
as a transwoman, and is 28 years old. The social
media platforms she uses include WhatsApp, Instagram
and TikTok.

R5 Participant R5 uses she/her pronouns, identifies
as trans, and is 25 years old. The social media
platforms she uses include Facebook, Instagram,
WhatsApp and Tinder.

R6 Participant R6 uses she/her pronouns, identifies
as a transwoman, and is 26 years old. The social
media platforms she uses include WhatsApp, Facebook
and Tinder.

R7 Participant R7 uses she/her pronouns, identifies
as transgender, and is 29 years old. The social
media platforms she uses include Facebook, Twitter,
Instagram and TikTok.

R8 Participant R8 uses she/her pronouns and identifies
as a transwoman, describing herself as “totally so
feminine”. She is 25 years old, and the social media
platforms that she uses include Instagram, Facebook,
Messenger and “some dating apps.”

R9 Participant R9 uses she/her pronouns. She is 24 years
old, and the social media platforms she uses include
Instagram, Facebook, Snapchat, WhatsApp and Twitter.

R10 Participant R10 uses she/her pronouns. She identifies
as transgender, is 29 years old, and the social media
platforms she uses include Facebook, Instagram,
WhatsApp and Twitter.
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PARTICIPANTS

SOUTH AFRICA

Identifier Participant details

S1 Participant S1 uses fae/faer pronouns although fae also
states that these pronouns are contextually fluid. Fae
identifies as non-binary, trans and femme, and is 25
years old. The social media platforms fae uses includes
Twitter, Discord and Instagram.

S2 Participant S2 uses any pronouns, identifies as
non-binary and genderfluid, leaning towards the femme
side, and is 35 years old. The social media platforms
they use include Twitter, Facebook, Instagram
and Discord.

S3 Participant S3 uses she/her pronouns, identifies as
non-binary, and is 30 years old. The social media
platforms she uses includes WhatsApp, Instagram,
Twitter, Facebook, Telegram and Signal.

S4 Participant S4 does not have a preference for pronouns
and identifies as non-binary. They are 29 years
old, and the social media platforms they use include
Twitter, Instagram, Facebook, WhatsApp and TikTok.

S5 Participant S5 uses they/them pronouns and identifies
as non-binary. They are 32 years old, and the social
media platforms they use include Facebook and YouTube.

S6 Participant S6 uses they/them pronouns, identifies
as non-binary, and is 18 years old. The social media
platforms they use include Instagram, TikTok
and WhatsApp.

s7 Participant S7 uses she/they pronouns, identifies as
non-binary, and is 38 years old. The only social media
platform they reported using is TikTok.

S8 Participant S8 uses they/he/she pronouns and identifies
as non-binary transmasculine. They are 22 years
old, and the social media platforms they use include
Instagram, Discord, Facebook, TikTok and Tumblr.
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PARTICIPANTS

UGANDA

Identifier Participant details

U1 Participant U1 uses she/her pronouns, identifies
as a transwoman, and is 22 years old. The social
media platforms she uses include WhatsApp, Facebook,
Instagram, Twitter and Grindr.

U2 Participant U2 uses she/her pronouns, identifies as
a transwoman, and is 23 years old. The social media
platforms she uses include Instagram, Facebook,
Twitter, WhatsApp, Grindr and Romeo.

u3 Participant U3 uses she/her pronouns, identifies as
a transwoman, and is 27 years old. The social media
platforms she uses include Facebook, Instagram,
Twitter, TikTok, WhatsApp and Gmail.

u4 Participant U4 uses they/she pronouns and identifies
as non-binary. They are 27 years old, and the social
media platforms they use include Twitter, Facebook
and Instagram.

us Participant U5 uses they/them pronouns and identifies
as non-binary. They are 26 years old, and the social
media platforms they use include Facebook, Twitter,
WhatsApp, email, Telegram, Instagram and Grindr.

On naming, given the vulnerability of TNBGD people, we opted to use identifiers that are
removed from their identities, including pseudonyms. This is because we are concerned
about the possibility of our participants being identifiable. For instance, the current Ugandan
context is especially risky for our Ugandan participants, and we are concerned for their
safety. Instead, we opted to use letter and numbering identifiers. For Botswana, the letter

B, Rwanda, the letter R, South Africa, the letter S, and Uganda, the letter U. The numbering
assigned to participants is random.

Data collection: The study makes use of in-depth qualitative interviews, which were
conducted online. Online interviews were conducted on a one-on-one basis through remote
video recording technologies. Connectivity was not always good in all of the countries,

and where connectivity failed outright on a first and a second attempt to have an interview,
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researchers would send the remaining questions to participants via email so that they could
respond via text. The data was transcribed verbatim from the audio recorded, and interview
recordings and transcripts were stored on our local devices and in a secure shared folder
provided by APC.

Data analysis: The research team analysed the data using thematic analysis.®” Thematic
analysis is a qualitative research method for analysing data collected from interviews and
focus groups, as well as text-based content.® Thematic analysis involves the identification,
analysis and interpretation of patterns or themes that exist within the data. Steps followed
in a thematic analysis include: 1) becoming familiar with the data, for instance, through
reading over the transcripts several times; 2) coding or searching for themes - here we
sought out what was common among all our participants’ experiences, as well as what
was different or contrasting; 3) reviewing themes — here in our process we reviewed the
themes identified in the previous step to determine whether they overlapped with other
themes or were made up of further themes which could be separated out; 4) refining
themes — here the decision is made on which themes to include in the final stage and why
those decisions are made; and lastly 5) writing up the findings, which is where researchers
draw the themes together and analyse and discuss them.** Once these steps have been
followed, the themes and related data are brought into conversation with literature to
deepen the analysis. It bears noting that the themes that emerged from the data cut
across all country contexts and so we have chosen to discuss these collectively and not
separated out into country contexts. Where there is a difference in context, it will be noted.

In the above section we have discussed our conceptual framing, methodological
approach, sampling, participants, data collection and analysis tools. We now go on to
present the following: an inclusive framework for OGBV; TNBGD experiences of OGBV,;
online-offline-online movement of OGBV; navigating, managing, and remaining safe online;
and recommendations.

37 Guest, G., MacQueen, K.M., & Namey, E.E. (2012). Applied Thematic Analysis. SAGE Publications.

38 Ponnam, A, & Dawra, J. (2013). Discerning product benefits through visual thematic analysis. Journal of Product &
Brand Management, 22(1), 30-39.

39 Clarke, V., Braun, V., & Hayfield, N. (2006). Thematic analysis. In J. A. Smith (Ed.), Qualitative Psychology: A practical
guide to research methods. SAGE Publications.
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Online gender-based violence (OGBYV) is defined as: Acts of gender-based violence
that are committed, abetted or aggravated, in part or fully, by the use of information and
communication technologies (ICTs), such as mobile phones, the internet, social media
platforms, and email.*°

0GBV may manifest in a number of ways. Some of the acts that are considered to be
OGBYV include: infringement of privacy; surveillance and monitoring; damaging reputation
and/or credibility; harassment (which may be accompanied by offline harassment); direct
threats and/or violence; and targeted attacks to communities.*!

Current conceptualisations of GBV and also OGBV*? neglect and invisibilise the
experiences of TNBGD people by oversimplifying GBV as meaning violence against
women — specifically, cisgender women.*

40 Association for Progressive Communications. (2018). Providing a gender lens in the digital age: APC Submission to the
Office of the High Commissioner for Human Rights’ Working Group on Business and Human Rights.
https://www.apc.org/en/node/35212; see also Suzor, N., Dragiewicz, M., Harris, B., Gillet, R., Burgess, J., & Van Geelen, T.
(2019). Human Rights by Design: The Responsibilities of Social Media Platforms to Address Gender-Based Violence
Online. Policy & Internet, 11(1), 84-103. https://doi.org/10.1002/p0i3.185; Faith, B. (2018, 3 December). Tackling online
gender-based violence. Institute of Development Studies.
https://www.ids.ac.uk/opinions/tackling-online-gender-based-violence

41 Association for Progressive Communications. (2017). Online gender-based violence: A submission from the
Association for Progressive Communications to the United Nations Special Rapporteur on violence against women, its
causes and consequences. https://www.apc.org/sites/default/files/APCSubmission_UNSR_VAW_GBV_0_0.pdf; it also
bears noting that online GBV and offline GBV are often entangled with each other, where online GBV may lead to offline
GBV, or offline GBV may occur in conjunction with online GBV. Seg, for instance, Web Foundation. (2020, 25 November).
The impact of online gender-based violence on women in public life.
https://webfoundation.org/2020/11/the-impact-of-online-gender-based-violence-on-women-in-public-life

42 Here we speak of OGBV but this also extends to GBV in general.

43 Jauk, D. (2013). Gender violence revisited: Lessons from violent victimization of transgender identified individuals.
Sexualities, 16(7), 808-809.
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There is some research in the way of GBV as experienced by LGBTQIA+ people,

showing that they are “disproportionately victimized by gender-based violence,"** but
this group is still largely “an understudied population.” Williams et al. further speak

to how GBV experienced by “sexual minority women and trans people is rooted in
structural and cultural oppression represented in poverty, racism, misogyny, homophobia,
and transphobia.”*® They argue that it is critical that in order to prevent GBV, systemic
transformation is needed of the systems and structures that make this violence possible.*”

Research has shown that it is cisgender men who are the primary perpetrators of GBV
regardless of whether their victims are cisgender women, TNBGD people or other
cisgender men.*® Masculinity is enacted as an exertion of power over other bodies in order
to maintain the gender order.*° Brubaker argues that feminist research must “connect
gender to power” and that “this connection is key to understanding the relationship
between the social construction of gender and the use of gendered violence."® This
understanding needs to be extended to cisgenderism, which sees gender as a binary of
cisgender women and men, and does not recognise or include other gender identities such
as TNBGD identities.”’

It is this cisgender lens when applied to current conceptualisations of GBV that

renders TNBGD experiences invisible, because they are simply not considered in
conceptualisations around gender. For instance, misgendering is a common means of
harm and violence enacted against TNBGD people as a way of invalidating their gender
identity, but current conceptualisations of OGBV do not account for or take this into
consideration. In addition to not being considered, TNBGD people and their experiences
are often outright rejected as not real or valid, and are “neglect[ed] ... within research,
policy, and practice.”s?

44 Williams, C. C., Gibson, M. F,, Mooney, E., Forbes, J. R., Curling, D., green, datejie cheko, & Ross, L. E. (2023). A Structural
Analysis of Gender-Based Violence and Depression in the Lives of Sexual Minority Women and Trans People. Affilia, 0(0).
https://doi.org/10.1177/08861099231155887

45  Brubaker, S. J. (2021). Embracing and Expanding Feminist Theory: (Re)conceptualizing Gender and Power. Violence
Against Women, 27(5), 718. https://doi.org/10.1177/1077801220958494; see also: Bedera, N., & Nordmeyer, K. (2021).
An Inherently Masculine Practice: Understanding the Sexual Victimization of Queer Women. Journal of Interpersonal
Violence, 36(23-24). https://doi.org/10.1177/0886260519898439; Bograd, M. (1999). Strengthening domestic violence
theories: Intersections of race, class, sexual orientation, and gender. Journal of Marital and Family Therapy, 25(3), 275-
289; Crenshaw, K. (1991). Op. cit.; Sokoloff, N. (2008). Expanding the intersectional paradigm to better understand
domestic violence in immigrant communities. Critical Criminology, 16(4), 229-255.

46 Williams, C. C., Gibson, M. F,, Mooney, E., Forbes, J. R., Curling, D., green, datejie cheko, & Ross, L. E. (2023). Op. cit.

47 Ibid.

48 Bedera, N., & Nordmeyer, K. (2021). Op. cit.

49 Connell, R. W. (1990). The state, gender, and sexual politics: Theory and appraisal. Theory and Society, 19(5), 507-544;
see also: Sinacore, A. L., Durrani, S., & Khayutin, S. (2021). Men'’s Reflections on Their Experiences of Gender-Based
Violence. Journal of Interpersonal Violence, 36(3-4), 1660-1681; Brubaker, S. J. (2021). Op. cit.

50 Brubaker, S. J. (2021). Op. cit. 719.

51 Rogers, M. M. (2021). Exploring the Domestic Abuse Narratives of Trans and Nonbinary People and the Role of
Cisgenderism in Identity Abuse, Misgendering, and Pathologizing. Violence Against Women, 27(12-13), 2187-2207.
https://doi.org/10.1177/1077801220971368

52 Ibid.
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The consequence of this is that resources, support and interventions are not made
available for TNBGD people experiencing OGBV.* For instance, information materials
may rely on binary gendered language and visuals which “can reinforce perceptions that
such resources are reserved for cisgender (not transgender) women.”** A way to address
this would be to use more inclusive language and visuals that signal that TNBGD people
are included and welcome.%®

If TNBGD identities and rights are not recognised in a country, crime statistics may be
skewed. For example, violence against transwomen may not be documented appropriately
and included in GBV crime statistics. Graaff explains in her work how often transgender
women are misgendered as cisgender men when their cases are documented, and this is
then carried through in the statistical analysis of crimes.% This narrow definition of GBV
and gender identity is deeply harmful, especially considering that “across all intersecting
identities, trans women are reported to experience higher rates of violence than almost
any other group.”’” This is a key group that requires social, legal and other protective
measures but is being excluded because current GBV frameworks are too narrow and are
exclusionary. However, it does require noting that the expansion of the GBV definition to be
inclusive of transgender identities must be careful not to perpetuate another binary — the
transgender binary of transmen and transwomen. Non-binary and gender-diverse people
are often not included in conversations about transgender identities, and it is critical that
they are included — especially considering that this group makes up a third of the overall
TNBGD community.5®

When asked, TNBGD participants in our study felt that their experiences counted as OGBV.
B4, a non-binary person from Botswana, explained that this is because it is “based not
just on the definition, but also kind of like the way like the violence specifically attacks my
gender identity, | consider that as gender-based violence.”

Meanwhile, S1, a non-binary trans femme person from South Africa, said:

Yes. If you just look at the semantic definition of gender-based violence, it is
violence directed at you, because of your gender. People are being violent towards
me because I'm transgender, and that is my gender identity. Therefore, it is online
gender-based violence.

53 Ibid.

54 Jordan, S. P, Mehrotra, G. R., & Fujikawa, K. A. (2020). Mandating inclusion: Critical trans perspectives on domestic and
sexual violence advocacy. Violence Against Women, 26(6-7), 541; see also: Bedera, N., & Nordmeyer, K. (2021). Op.cit.

55 Ibid.
56 Graaff, K. (2021). Op. cit.
57 Ibid.

58 Matsuno, E., Bricker, N. L., Savarese, E., Mohr Jr., R., & Balsam, K. F. (2022). “The default is just going to be getting
misgendered”: Minority stress experiences among nonbinary adults. Psychology of Sexual Orientation and Gender
Diversity. Advance online publication. https://doi.org/10.1037/sgd0000607
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B2, a transmasculine non-binary person from Botswana explained, “If you misgender me
[..] that means you're invalidating me, and for me, that’s gender-based violence.”

As our participants have stated, the violence they experience is directly linked to their
gender identity. S5 explains, “because of the fact that we have this gender, and that’s the
qualifying factor for the attack. [...] Not even subtle, it's definitely gender-based violence.”

The understanding of the violence our participants experienced would lend itself to the
definition considered OGBV. We recommend that current definitions and examples of
OGBYV be expanded to include the experiences as highlighted by our participants and those
of TNBGD people more widely, so that support services, structures, strategies, policies and
other interventions may be appropriately designed and implemented.*

The Left Out Project aims to specifically listen to what participants consider to be

0GBV and advocate and lobby for the broader definition to include their experiences,
which we deem to address in this four-country study. We aim to move beyond the
oversimplification of OGBV as meaning violence against women and to instead define
OGBYV as violence that is experienced as a direct result of one’s gender identity and
gender expression. If we do not expand our definition of OGBV, TNBGD people are at risk
of continued discrimination and violence and we, as researchers and people working in
0GBV advocacy, come to misrepresent the social reality and become complicit in gender
violence against TNBGD people.®°

59 Laskey, P, Bates, E. A, & Taylor, J. C. (2019). A systematic literature review of intimate partner violence victimisation:
An inclusive review across gender and sexuality. Aggression and Violent Behavior, 47, 1-11.

60 Jauk, D. (2013). Op. cit.
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In seeking to expand the current definition of OGBYV to be inclusive of TNBGD experiences,
we asked our participants to share with us, if they felt comfortable enough to, their
experiences of OGBV. The nature of the violence they experience is consistent with GBV and
OGBV if we take into account that the reason they have been targeted is because of their
gender identity. Participants first spoke of the relentlessness of the OGBV they experience.

U3, a transwoman from Uganda, shared her experience, saying, “Every time | open most of
my social media apps, you will find an insult. [...] It's a daily thing.”

R4, a transwoman from Rwanda, shared that for her experiences of OGBYV, “there are many
times that | cannot count them.” S5 commented, “| can't remember a time when there wasn'’t
transphobia online.”

The above speaks to the continuous nature of the OGBV targeting TNBGD people and
that TNBGD people must navigate this violence online on their social media accounts.
Some participants also expressed concerns over the safety of the internet connection in
their countries.

R1, a transgender person from Rwanda, said that in her experience, “the internet is not good;
it is not safe.”

Other participants spoke of how unsafe social media platforms were. R2, a transgender
person from Rwanda, said that for her, “there is no platform that is safe.”

Meanwhile, other participants raised concerns about government surveillance. RS,
a transwoman from Rwanda, said that “you hear that the government can easily access

your data.”

R10, a transgender person from Rwanda, said that she felt “they are watching me, they are
looking at my moves on the internet, it is not safe.”
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U3 shared that “sometimes people use your internet connection to track you. [..] They are
tracking us through it. [...] When it comes to transgender people and internet, nothing is safe.”

These fears are not unfounded, and social media and apps have been used to track
LGBTQIA+ people, such as in the case of Andrew Medhat from Egypt.®" Police had located
him through Grindr and then imprisoned him for “public debauchery”®? for talking to a man
on the app.®® The way in which digital technologies are used for surveillance means that
vulnerable groups such as TNBGD people need to have “secure basic protections that the
general population might take for granted.”®* TNBGD people are “often an afterthought
when it comes to user privacy and regulations,"® for instance. This then places TNBGD
people at an added risk of violence, because the digital technologies they use have not
accounted for their vulnerability,°® and how parties such as state governments may make
use of TNBGD people’s data.?’

Examples of violence

Our study found violence directed towards TNBGD people to be consistent with the
definition of OGBV. The violence experienced by our participants was found to be in four
key forms: dismissal of gender identity; sharing of images without permission; hateful
comments; and threats of violence and death. Wilfully invalidating someone else’s identity
based on their gender identity has been found to be linked to physical violence and also
to have devastating effects on TNBGD individuals’ social integration and their mental
health. The levels of self-harm recorded among TNBGD people are significantly higher
when compared to cisgendered people due to the levels of violence and hate they

are subjected to.%®

61 Van Zyl, I., & McLean, N. (2021). The Ethical Implications of Digital Contact Tracing for LGBTQIA+ Communities.
Proceedings of the 1st Virtual Conference on Implications of Information and Digital Technologies for Development.

62 Nigro, A. (2019, 21 May). Why shaky data security protocols for apps put LGBTQ people at risk. Pacific Standard.
https://psmag.com/social-justice/why-data-security-is-essential-for-the-lgbtq-community

63 See also Andreassen, who has shown how social media platforms have been used to discredit LGBTQ refugees
and deny them asylum. For instance, one claimant from Uganda had been denied asylum because evidence showed
he had remained in contact with his homophobic family. This is a narrow-sighted understanding of the complexity of
family dynamics and LGBTQIA+ identity. Andreassen argues that the use of social media in this way “contributes to
data injustice.” Andreassen, R. (2021). Social media surveillance, LGBTQ refugees and asylum: How migration
authorities use social media profiles to determine refugees as ‘genuine’ or ‘fraudulent’. First Monday.
https://firstmonday.org/ojs/index.php/fm/article/view/10653/10031

64 Ellis, J. R. (2022). Blurred consent and redistributed privacy: owning LGBTQ identity in surveillance capitalism. Diversity
in Criminology and Criminal Justice Studies, 27, 183-196.

65 Nigro, A. (2019, 21 May). Op. cit.
66 Kafer, G., & Grinberg, D. (2019). Queer surveillance. Surveillance & Society, 17(5), 592-601.
67 Van Zyl, 1., & McLean, N. (2021). Op. cit.

68 Goldblum, P, Testa, R., Pflum, S., Hendricks, M., Bradford, J., & Bongar, B. (2021). The Relationship Between
Gender-Based Victimization and Suicide Attempts in Transgender People. Professional Psychology: Research and
Practice, 43(5), 468-475. https://doi.org/10.1037/a0029605
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Dismissal of gender identity

Participants spoke of having their identity and gender questioned and dismissed as
illegitimate; this is inclusive of refusing use of correct pronouns and active and intentional
misgendering. Some reported that others online had made a sport out of trying to figure
out what they deemed to be their “true gender”.

S8, a transmasculine non-binary South African who uses they/he/she pronouns, shared
how they had been targeted in a group where:

[M]y gender was unclear. Because there’s no pictures, there’s no expression. They
were trying to guess what my gender was. And they were badgering me, “What are
you? What's in your pants? What are you?” The whole group chat turned into this
game of trying to figure out what'’s in my pants.

S8 continues to explain what made this interaction violent:

[W]hat they were doing is not respecting me as a person. They were not respecting
the boundaries that I've set and saying that | prefer you use they/them pronouns.

It just went on as a hunting game. And | think it was more about trying to humiliate
me and make me feel bad about myself.

B2 shared how when they changed their pronouns online, they received invasive and
transphobic responses:

You'll get people inboxing you, “So, what are you? What's happening with you? Are
you okay? What is this they/them thing? Have you transitioned? Have you done
this?” Like, why is that any of your business?

B6, a trans masculine-presenting person from Botswana, shared his experience of how
someone had “intentionally used my dead name on their social media platforms.”

Meanwhile, B4 shared that the main form of transphobia they experience is through
comments online with “people claiming, ‘We know you. So, this is what we know... And
also, them telling other people on Facebook, ‘Don't refer to them as that.”

What B4 is describing here is how people lay claim to knowing what their gender is (the
gender assigned at birth) and taking it upon themselves to tell B4 that they “know” them as
well as telling others how to refer to B4. This is an outright refusal to accept and respect
B4’s gender identity. There is a sense here that TNBGD identities are viewed as illegitimate
or “not real”, and not taken as seriously.
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Sharing of images without permission

The non-consensual sharing of images or “image-based abuse” can involve the sharing

of images that were initially created with the subject’s consent but were not intended

to be shared with others or images that were created without the subject’s knowledge

or consent.®® Image-based abuse is GBV that our study found was predominantly
directed at our participants due to their gender identities. This type of violence creates
significant and long-lasting emotional distress, damage to personal relationships, loss of
employment, and may lead to physical harm.

Our participants shared how their photographs had been shared on social media without
their permission. B1, a transwoman from Botswana, shared how:

We had participated in a pageant and pictures from the pageant were circulating
all over social media platforms. | found out that my cousin had downloaded the
pictures and shared them with my family to taunt me about my identity and my
participation in the pageant. [...] The pictures from the pageant were accessible to
the public with no consent forms handed to us as participants to notify us of the
use of our pictures from the pageant.

R2 said that she had experienced non-consensual sharing of images and that this led to
harassment online when giving an interview to journalists: “Some journalists [...] took my
pictures and they put them on Instagram. People shared it on other social media.”

Another participant, R10, said that “it was my queer friends. They took the photos and
uploaded them [online],” and the photographs drew the attention of “many people in
the community.”

The risk to the safety of R10 as a transgender person in Rwanda was not given any
consideration by the person who took the photos and shared them — even though this
person sharing was also a member of the LGBTQIA+ community.”’ The posting of images
without permission, including the case of R10, emerged mostly as a means of ridiculing
TNBGD people. The consequences of this, not only as being something that in itself is
explicitly harmful and cruel, is the risk of a “witch hunt”. This has been seen before in Uganda
with LGBTQIA+ activist David Kota, who was murdered after his name had been published

in a newspaper.”’

69 Idoiaga Mondragon, N., Santamaria, M. D., Txertudi, M. B., & Saez, I. A. (2022). Image-based Abuse: Debate
and Reflections on the “Iveco Case” in Spain on Twitter. Journal of Interpersonal Violence, 37(9-10).
https://doi.org/10.1177/0886260520967143

70 The Left Out Project explores OGBV perpetrated by the LGBTQIA+ community against TNBGD people in an article on
GenderlT.org. Refer to for a more detailed discussion of this. McLean, N. and Cicero, T. (2023, 10 February).
Interrogating transphobia within the LGBTQIA+ community. GenderIT.org.
https://www.genderit.org/articles/interrogating-transphobia-within-lgbtgia-community

71 BBC. (2010, 22 October). Attacks reported on Ugandans newspaper ‘outed’ as gay. BBC. https://www.bbc.com/news/
world-africa-11608241; Gettleman, J. (2011, 27 January). Ugandan Who Spoke Up for Gays is Beaten to Death. The New
York Times. https://www.nytimes.com/2011/01/28/world/africa/28uganda.html
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We recommend careful consideration and reporting mechanisms for TNBGD people, where
they are able to report that their image and information have been shared without their
permission and actions to correct this are then made available to them.

Hateful comments
Our participants shared how they had received numerous hateful comments on their posts
online. This is considered to be hate speech, which is defined by the United Nations as:

Any kind of communication in speech, writing or behaviour, that attacks or uses
pejorative or discriminatory language with reference to a person or a group on the
basis of who they are, in other words, based on their religion, ethnicity, nationality,
race, colour, descent, gender or other identity factor.”?

Participants in our study reported and described how people specifically commented

on their gender identity and gender expression when they posted images online. For
instance, participant U4, a non-binary Ugandan, explains how for them, “the very first time |
experienced some kind of abuse and harassment was when | posted my picture in a dress.
| received 1,000 abuses and harassment so | removed it after some time.”

U2, a transwoman from Uganda, also experienced something similar: “People started
commenting, ‘Why are you doing this? You're going to hell. You'll die. We shall kill... | felt so
shocked because people can say whatever they want.”

TNBGD people use social media in affirming ways in order to celebrate their gender identity,
and this may include taking and sharing photographs of them in clothing that matches
their gender identity. It is this content that receives targeted abuse online. Online acts of
violence can be reflective of conservative ideologies as well as cultural beliefs and norms
around gender identity, sexual identity, and expression of both gender and sexual identity,
even in countries where such expression is not restricted through censorship laws.” For
instance, in August 2022, a Rwandan singer was jailed after others posted an image of her
dressed “inappropriately”’* to social media. The attention drawn to the post resulted in her
being arrested for indecent dress. An event such as someone being jailed for expressing
themselves through dress may result in self-censorship of other women and TNBGD people
both online and offline, out of fear of similar actions being taken against them - this has a
direct impact on freedom of expression — as well as acts of violence such as harassment
online, which is consistent with what our participants have reported.”®

72 https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech

73 Gupta, A. (2019). Towards Participatory Democracy: Can Digitalisation Help Women in India? Indian Journal of Public
Administration, 65(4), 897-915. https://doi.org/10.1177/0019556119881842

74 lliza, A. (2022, 19 August). Rwandan woman faces two years in jail for ‘indecent’ dressing. The East African.
https://www.theeastafrican.co.ke/tea/news/east-africa/rwanda-indecent-dressing-3919362

75 Johnstonbaugh, M. (2021). Men Find Trophies Where Women Find Insults: Sharing Nude Images of Others as Collective
Rituals of Sexual Pursuit and Rejection. Gender & Society, 35(5), 665-690. https://doi.org/10.1177/08912432211036907
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Threats of violence

TNBGD people are often the targets of threats of physical violence, which studies

have shown have severe and harmful effects on their mental and physical health and
their ability to live freely and safely.”® Types of threats often associated with OGBV are
online threats of physical violence and assault with the intent to cause bodily harm,
which includes sexual abuse. Transwomen of colour are particularly more vulnerable.”
Participants shared how they receive threats of violence, including threats of sexual and
physical harm and death threats.

B3, a non-binary person from Botswana, frequently receives direct messages with threats
of sexual violence from strangers. They are concerned about this because “with Facebook,
this is easy for someone to really track me and find me and probably kill me.”

B3 explained to us how they had participated in a TNBGD trend,”® and a few hours after
posting this online “my girlfriend called me, ‘Are you okay?’ Yes, I'm okay. Then after a few
minutes, ‘Are you really okay?”

B3’s content had gone viral and received national attention. This attention was not positive
or affirming, but rather transphobic and violent. It included “pastors quoting the Bible,
people quoting scientific theories [about gender],” as well as more severe threats, which told
B3, “You need to be corrected’ — people saying they are willing to violate me.”

What B3 is referring to here is “corrective rape”,”® which is enacted by heterosexual men

on lesbian women and gender-diverse people in order to address what they believe to be a
divergence from gender roles. B3 described this as “painful, honestly, to tell you the truth,
because even my mom was freaking out. She didn’t understand what non-binary meant, but
she did understand that this is cyberbullying and my child is not coping.”

S1 shared how fae had also received similar threats:
| occasionally get death threats from anonymous email accounts. Which is wild,
“There’'s something in my spam that doesn’t look like spam. Oh, it's a death threat.

Cool, cool, cool new email that | can block.”

S4, a non-binary South African, has received comments on their posts about trans rights.
“You now start hearing, “Transwomen are not women. | hate them. | would kill them.”

76  Goldblum, P, Testa, R., Pflum, S., Hendricks, M., Bradford, J., & Bongar, B. (2021). Op. cit.

77 Matsuzaka, S., & Koch, D. E. (2019). Trans Feminine Sexual Violence Experiences: The Intersection of Transphobia and
Misogyny. Affilia, 34(1), 28-47. https://doi.org/10.1177/0886109918790929

78 The details of the trend are not fully described here to protect the identity of the participant.

79 Koraan, R. (2015). ‘Corrective rape’ of lesbians in the era of transformative constitutionalism in South Africa.
Potchefstroom Electronic Law Journal, 18(5), 1930-1952; Mwambeneg, L., & Wheal, M. (2015). Realisation or oversight
of a constitutional mandate? Corrective rape of black African lesbians in South Africa. African Human Rights Law
Journal, 15(1), 58-88.
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These threats of violence are extremely distressing to our participants and deeply
concerning, especially given the graphic and gratuitous nature of the threats, including
threats of sexual assault and murder. TNBGD people need better reporting mechanisms and
responses from platforms to ensure their safety. The consequences of these threats

of violence on the mental health of TNBGD people are severe.®

Reflections

Participants spoke of the internet and social media platforms as being largely unsafe

for TNBGD people, and how when they posted any content online — be it their pronouns,
images, thoughts or experiences — they were almost immediately targeted by transphobic
individuals. Participants spoke of the continuous nature of the violence they experienced,
and how some of their experiences were with regards to consent and sharing of their
content by others to harm them or direct harm their way. They provided examples of
violence which were grouped in four key ways: dismissal of gender identity; sharing of
images without permission; hateful comments; and threats of violence and death. They
were targeted by transphobic individuals as a direct result of their gender identity and
gender expression. This is consistent with the definition of GBV, and shows that TNBGD
experiences need to be accounted for in conceptualisations of GBV at all levels, inclusive
of advocacy and policy.

80 Ina 2020 UK report on understanding the nature and the impact of transphobic hate crimes and prejudice, it was
reported that “70% of respondents stated that transphobia had an impact on their mental health,” and that “nearly
50% of respondents said they had self-harmed and more than 50% had contemplated self-harm or suicide.” It is critical
that we understand the severe consequences of OGBV on mental health and also the risk this poses to the physical
well-being of TNBGD people. It is also critical that we undertake similar impact studies for the global South. Bradley, C.
(2020). Transphobic Hate Crime Report 2020. Galop. https://galop.org.uk/resource/transphobic-hate-crime-report-2020;
see also Jauk, D. (2013). Op. cit.
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The online and offline are not always separate. In previous conceptualisations around
internet studies, online realities were seen as separate, but this thinking has shifted
significantly with the uptake of social media.’ While someone may be harassed or targeted
online, it does not mean that the violence only exists in the digital space; instead, the
perpetrator may choose to seek out the person they are victimising and may engage in
violence offline, such as stalking and physical and/or sexual assault. The same can be

said for offline instances of violence which then migrate online, whereby a perpetrator may
choose to continue victimising someone. An understanding of how people move between
digital and offline spaces needs to be incorporated into our understanding of GBV.

While little research exists on the relationship between online and offline stalking among
LGBTQIA+ people?? a stronger link has been established regarding straight, cisgender
individuals. Cisgender straight men engaged in online stalking were found to be much more
likely to engage in subsequent offline stalking and harassment of their women ex-partners.®

Directionality can be difficult to assess for online and offline violence, especially as online
and offline interactions become more integrated in people’s day-to-day lives.® However, in
many cases, online and offline violence are closely related, whether one occurs after the
other or the two work in tandem as part of a strategy of abuse.®®

81 Wellman, B, Boase, J., & Chen, W. (2002). The networked nature of community: Online and offline. IT & Society, 1(1),
151-165.

82 Rojas-Alonso, I., & Rojas-Solis, J. L. (2021). Violence in offline and online dating, and the presence of some associated
factors in Mexican gay men. Dilemas contemporaneos: educacion, politica y valores, 9(1).

83 Lyndon, A., Bonds-Raacke, J., & Cratty, A. D. (2011). College students’ Facebook stalking of ex-partners.
Cyberpsychology, Behavior, and Social Networking, 14(12).

84 Lara, L. (2020). Cyber dating abuse: Assessment, prevalence, and relationship with offline violence in young Chileans.
Journal of Social and Personal Relationships, 37(5).

85 Mclachlan, F, & Harris, B. (2022). Intimate risks: examining online and offline abuse, homicide flags, and femicide.
Victims and Offenders, 17(5).
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Participants were asked whether they experienced violence online that then migrated to
offline spaces or violence that moved from offline to online. At the time of this study, there
was no available research on the movement of violence from online to offline or offline

to online as experienced by TNBGD people. This is an area we recommend for further
research.

Online to offline

Participants were first asked about their experiences of violence moving from the online
to the offline. The reason for this was that we wished to understand if the GBV that our
participants were experiencing was contained in the digital space or if it migrated to the
offline, whether through geolocation or other means of tracing someone.

Participants shared that they had experienced the move of violence from online to offline.
B2 shared:

Yes, that has happened, where you would have a conversation with someone on
Facebook and then it moves and then eventually you meet somewhere and they
continue being that perpetrator.

B2 continued:

It's traumatising, it goes from being an online encounter, and you are sort of
protected by the internet because they’re not in front of you and suddenly, they're
in front of you. That becomes really, really dangerous in that space.

Here B2's experience speaks to the distress of finding that an experience was not
contained or limited to a digital event, but also made its way offline, where they are
no longer protected by a screen from physical violence. Having a perpetrator become
a physical presence is dangerous, and puts one in an even more vulnerable position,
where the threats made online may be realised as physical acts.

One means of gaining access to TNBGD people is through the use of apps such as Grindr, a
geolocation-based app. Participants from Rwanda said that they had experienced violence

online that moved to the offline, and how this had primarily been enabled through Grindr.

R2 said, “I met with someone, we met on Grindr but when | saw him at his place, they did bad
things to me. | can't even say it because | don't even want to remember that time.”

R10 shared that “there was a time where | met a guy [...] after conversations online. We met
in person and they harassed me and actually beat me.”
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U2 explained how Grindr has been used to track transgender and other LGBTQIA+ people:
“Straight people started using it so that they capture some people. Some people were losing
their lives, some people were stolen, some people were beaten, some people were violated.”

Here we see the use of Grindr, an app with geolocation capabilities, being used to target
TNBGD people. Several similar cases have also been reported regarding the use of

Grindr and other dating apps in order to lure LGBTQIA+ individuals to enact violence
against them.® Sharing locations online can also enable a stalker to track a person’s daily
movements and learn details about their life, including the location of their home, work, and
other places they frequently visit.?’

The system of geolocation used by apps like Grindr can potentially expose users to danger,
since flaws in the app software can be taken advantage of in order to find the precise location
of users without their permission.8® Furthermore, other forms of offline violence have been
recorded to occur after online encounters, such as “sextortion”,® bribery, and blackmailing.®°
Individuals who are not yet or unable to be out are especially vulnerable to this type of offline
abuse, since they are less likely to report it in fear of outing themselves in the process.®
Stalking also came up in our conversations. Online harassment and stalking may not be
limited to the digital spaces that the perpetrator is targeting their victim through; they may
escalate this violence and seek to find the person offline. This brings with it serious safety
concerns for TNBGD people.®?

86 Seeg, for instance: Diaz, J. (2021, 14 October). Texas Man Is Sentenced for Using Dating App to Target Gay Men. The
New York Times. https://www.nytimes.com/2021/10/14/us/daniel-jenkins-gay-men-target-texas.html ; Partridge, E.
(2020, 20 February). Three teens accused of killing man they met through Grindr, police say. Sydney Morning Herald.
https://www.smh.com.au/national/nsw/three-teens-accused-of-killing-canberra-man-after-luring-him-via-grindr-police-
say-20200220-p542uh.html; Keay, L. (2021, 12 November). Stephen Port: Who is the ‘Grindr killer’ - and were
opportunities missed to stop him sooner? Sky News. https://news.sky.com/story/stephen-port-who-is-the-grindr-
killer-and-what-happened-to-his-victims-12426538; Igual, R. (2023, 16 February). Four arrested over “Grindr Gang”
attacks. MambaOnline. https://www.mambaonline.com/2023/02/16/breaking-four-arrested-over-grindr-gang-attacks;
Itai, D. (2022, 2 August). Kidnapping of Grindr users in South Africa sparks concern. Watermark Online.
https://watermarkonline.com/2022/08/02/kidnapping-of-grindr-users-in-south-africa-sparks-concern

87 Murphy, A. (2017). Dating dangerously: Risks lurking within mobile dating apps. Catholic University Journal of Law and
Technology, 26.

88 Avari, J. (2014, 20 August). Alleged Grindr security flaw exposes exact location data, endangers users. Gadgets360.
https://www.gadgets360.com/apps/news/alleged-grindr-security-flaw-exposes-exact-location-data-endangers-users-
1-579031; Nguyen, N. (2018, 14 September). There's a simple fix, but Grindr is still exposing the location of its users.
Buzzfeed News. https://www.buzzfeednews.com/article/nicolenguyen/grindr-location-data-exposed; Coldeway, D.
(2018, 28 March). Security flaw in Grindr exposed locations to third party service. Tech Crunch. https://techcrunch.com/
2018/03/28/security-flaw-in-grindr-exposed-locations-to-third-party-service

89 Henry, N., & Powell, A. (2018). Technology-Facilitated Sexual Violence: A Literature Review of Empirical Research.
Trauma, Violence, & Abuse, 19(2), 195-208. https://doi.org/10.1177/1524838016650189

90 Myles, D. (2020). Les rencontres amoureuses et sexuelles au temps des algorithmes: Une analyse comparative de
Grindr et Tinder. In C. Piazzesi, M. Blais, J. Lavigne, & C. Lavoie Mongrain (Eds), Intimités et sexualités contemporaines:
changements sociaux, transformations des pratiques et des representations. Presses de I'Université de Montréal;
Steinfeld, J. (2020). Forced out of the closet: As people live out more of their lives online right now, our report highlights
how LGBTQ dating apps can put people’s lives at risk. Index on Censorship, 49(2); Van Zyl, 1., & McLean, N. (2021). Op. cit.

91 Murphy, A. (2017). Op. cit.

92 Lee K, & Anderson, J. (2016). The internet and intimate partner violence: Technology changes, abuse doesn't. Criminal
Justice, 317.
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S4 shared the following:

I've been stalked. I've been stalked. [...] That guy created 16 profiles. I'd block him
on one profile and he'd create another one. | remember there was a point where he
would pop up where | was.

As S4 explained, this person stalked them online and then would appear in spaces offline:

Every time | blocked him, he'd create another profile. | remember there was

a point when he came to my house at 01h30 and he stayed outside my house
until 03h00. It was so scary. It has been one of the worst experiences of my life,
because | remember having to send my friends pictures and say, “If anything
was to ever happen to me - today, tomorrow, any time - just know this [is] the
person responsible.”

S4 takes action to ensure that their stalker can be identified should something happen to
them as a result of this person’s attention. What is concerning about what this participant
has shared is that they know that it is possible that their stalker may choose to harm them
and that they need to put measures in place to ensure that the perpetrator is identifiable.
This is not only concerning, but also evidence of a criminal justice system that is not safe
for LGBTQIA+ people to access and would most likely dismiss the experience of a TNBGD
person, and so instead of reporting the violence, the participant instead ensures that their
peers know who the person is.

U1, a transwoman from Uganda, shared her experience of being stalked:

[Someone] was acting like he was trans yet he wasn’t and he tracked us — me and
my friends, we were three. He tracked us and we ended up with him and his friends,
and they used force. They wanted to rape us.

She shared that this person had used Twitter and:

[H]e opened a lot of accounts, with different emails, with fake names, and
changing names on Twitter. So, he called us to the house, the apartment there [...]
and he ended up calling some friends.

In the experiences shared above, we see how perpetrators migrate from online to the
offline, no longer only threatening TNBGD people in their digital spaces but actively
seeking them out in their physical spaces. While TNBGD people can restrict public access,
delete their social media accounts, or change their phone numbers, among other tactics,
these may not deter a perpetrator — as we see in U1’s experience of someone opening
multiple accounts and email addresses. Platforms enabling blocking and reporting of
accounts may be helpful, but further action is required to ensure that perpetrators are
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prevented from opening multiple accounts.®® This is because while technology may
enable violence, it is the perpetrators’ intentions to inflict harm that need to be addressed,
and this requires systemic and structural interventions.**

Offline to online

| guess it is harassing. But at first, they started out curious and asking questions.
And | feel like obviously because it's an online space, they probably felt more
comfortable. Even though we could just talk in person, but they are online. And
then they started getting a bit more angry with their responses. (S8)

This was the experience shared by one participant of how someone they knew from
offline spaces would contact them online.

The movement of offline to online violence is well documented in the context of
cyberbullying and cyber harassment. The absence of direct contact helps perpetrators

of online violence disassociate with their actions and limit feelings of guilt associated
with acting immorally.®> Furthermore, online platforms make violent actions easier to
enact, giving perpetrators easier access to their victims. Literature on cyberbullying also
suggests that the lack of clear bystanders may make cyberbullies feel more confident to
use online rather than offline platforms to target their victims, along with the potential for
anonymity online.*®

Some literature exists about the movement of offline to online violence in the context of
stalking. It explains that in the case of online stalking, which is primarily associated with
ex-intimate partners,’” perpetrators use information gathered from in-person interactions
in order to stalk and harass their ex-partners online. Reyns and Fisher warn that while a
strong correlation can be found between online and offline stalking, cyberstalking may
simply be another tool for a stalker’s “repertoire of available pursuit methods” rather than
the result of offline stalking.®®

93 Ibid.
94  Williams, C. C., Gibson, M. F.,, Mooney, E., Forbes, J. R., Curling, D., green, Datejie cheko, and Ross, L. E. (2023). Op. cit.

95 Perren, S., & Gutzwiller-Helfenfinger, E. (2012). Cyberbullying and traditional bullying in adolescence: Differential roles of
moral disengagement, moral emotions, and moral values. European Journal of Developmental Psychology, 9(2).

96 Slonje, R., & Smith, P. K. (2008). Cyberbullying: Another main type of bullying? Scandinavian Journal of Psychology,
49(2); Keith, S., & Martin, M. E. (2005). Cyber-Bullying: creating a culture of respect in a cyber world. Reclaiming Children
and Youth, 13; Karthikeyan, C. (2022). The escalating cyberbullying menace through social media platforms in
developing countries including India: The social media vulnerabilities due to excessive usage. In F. Ozsungur (Ed.),
Handbook of Research on Digital Violence and Discrimination Studies. 1Gl Global.

97 DreRing, H., Bailer, J., Anders, A., Wagner, H., & Gallas, C. (2014). Cyberstalking in a large sample of social network users:
Prevalence, characteristics, and impact upon victims. Cyberpsychology, Behavior, and Social Networking, 17(2), 61-67.

98 Reyns, B. W,, & Fisher, B. S. (2018). The relationship between offline and online stalking victimization: A gender-specific
analysis. Violence and Victims, 33(4).
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“Not yet”: The anticipation of violence

While some participants had not experienced the movement of violence from offline to
online, participants from Botswana and Rwanda, B1 and R7, responded with “not yet”
when asked about this kind of movement of violence.

This anticipation is worrying. It is not a matter of “no, not at all,” but rather of “not yet,”
implying that encountering this type of violence is inevitable. Anticipating violence, while
less severe than experiencing that violence, can still lead to significant negative mental
outcomes. Within research on anticipated stigma and discrimination, anticipation acted
as a stressor. Repeated exposure to this stressor eventually manifested in high rates

of depressive and anxious symptoms.®® Similarly, constant anticipation of violence
translates into the constant stimulation of a person’s “fight or flight” response, whose
repeated activation can lead to serious, deleterious effects to a person’s health.’®

Reflections

In the above discussion we noted that the primary movement of violence was from the
online to the offline, where perpetrators sought to gain access to their victims. This, as
discussed, brings with it an added threat to the safety of TNBGD people, as perpetrators
seek to make good on their threats through physical violence. In particular, we note the
use of Grindr — and likely other location-based apps — to identify TNBGD people and to
track and target them offline.™"

Most participants had not experienced the movement of GBV from offline to online,

but what was concerning or important to note was the anticipation or view of this as
inevitable through the responses of “not yet” when asked whether they had experienced
violence moving from the online to offline or the offline to online. Where participants had
experienced the move from offline to online violence, it was from people already known to
the participants who wished to extend their contact with them.

99 Herda, D., & McCarthy, B. (2018). No experience required: Violent crime and anticipated, vicarious, and experienced
racial discrimination. Social Science Research, 70.

100 Marin, M-F, Lord, C., Andrews, J., Juster, R-P, Sindi, S., Arsenault-Lapierre, G., Fiocco, A.J., & Lupien, S. J. (2011). Chronic
stress, cognitive functioning and mental health. Neurobiology of Learning and Memory, 96(4), 583-95.

101 Myles, D. (2020). Op. cit.; Steinfeld, J. (2020). Op. cit.; Van Zyl, I., & McLean, N. (2021). Op. cit.
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6.
Navigating, managing,
and remaining safe online

Participants were asked about how they navigated and managed instances of OGBYV, and
how they remain safe online. We also asked them about how platforms responded to

their reports of OGBV. TNBGD individuals face a disproportionate amount of harassment,
discrimination and violence online, and it is important to take steps to mitigate these risks
and create a safer online environment.'2 The following key themes emerged from this
exploration: awareness of reporting tools; blocking; solidarity strategies; avoidance; use of
closed groups; engaging with transphobes; and responses from platforms when reporting.

Some participants showed an awareness of reporting tools on social media platforms.
For instance, B2 shared that their understanding of reporting mechanisms is “where you
can report a comment or anything negative about certain things or anything that is not
inclusive or speaks ill about trans or gender-diverse persons.”

U2 also shared that “you can report someone using those tools [..] and that account can
be blocked or you can report and they remove [the] post.”

However, others (B1, R5, R7 and R2) said that they were not aware of reporting tools or
how to report individuals who harass them online. It is concerning that there appears to
be an absence of awareness of tools or a lack of uptake of the tools that may protect
TNBGD people from OGBV. Reporting tools can help users flag inappropriate content,
cyberbullying, and other harmful online behaviours which are associated with OGBV.™%

102 Noack-Lundberg, K., Liamputtong, P, Marjadi, B., Ussher, J., Perz, J., Schmied, V., Dune, T., & Brook, E. (2020). Sexual
violence and safety: The narratives of transwomen in online forums. Culture, Health & Sexuality, 22(6,) 646-659;
Haimson, O. L., Buss, J., Weinger, Z., Starks, D. L., Gorrell, D., & Baron, S. B. (2020). Trans time: Safety, privacy, and
content warnings on a transgender-specific social media site. Proceedings of the ACM on Human-Computer Interaction
4(CcSCW2),1-27.

103 Gagoshashvili, M., & Kaletsky, K. (2018, 20 June). A double-edged sword: the internet as a tool for trans activism.
Access Now. https://www.accessnow.org/a-double-edged-sword-the-internet-as-a-tool-for-trans-activism; Edwards, C.
(2022, 2 August). Three tools for journalists to protect themselves against online harassment. Journalism.co.uk.
https://www.journalism.co.uk/news/three-tools-for-journalists-to-protect-against-online-harassment/s2/a952257
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Blocking

Participants spoke of “blocking and reporting” (S2) as a means of managing their safety
online. S6, a non-binary South African, shared that they “would just delete the comments,
or ignore the DMs or block them.” U4 shared, “When | see something that is really not right
[..] I report and block.”

Two participants shared examples of incidents that resulted in them choosing to block. S1
shared how on Twitter “someone set up a DM bot once that just DM'd porn to me. | didn't
know you could set up bots for DMing. | just ended up reporting that and blocking it, and

it got suspended.”

Blocking came up as a response from an individual to another individual online, but it also
emerged as something far more targeted that we refer to as a solidarity strategy.’®*

Solidarity strategies

A solidarity strategy is a response to OGBV being experienced by another TNBGD
person online. Mass blocking and reporting online refers to the act of blocking and
reporting multiple users or pieces of content on an online platform. This can is done
by marginalised people online for various reasons, such as to protect oneself from
harassment and online violence, to report spam or abusive content, or to enforce
community guidelines.™®

A non-binary participant from South Africa, S5, shared how when they see someone
else being targeted:

| report immediately, | don't question the degree of the transphobia. As soon as
| feel like a trans person on the internet is in a vulnerable space and trapped in that
engagement, I'll pull the plug on that immediately.

Meanwhile, one participant, B5, a transman from Botswana, explains how in his experience
he no longer reads as transgender but rather “passes” and makes use of this passing
strategically to intervene when other transgender people are being targeted. “Yes, then
people listen,” B5 said. They listen because they assume he is a cisgender straight man
who is calling them out on their transphobia.

104 Haimson, O. L., Buss, J., Weinger, Z., Starks, D. L., Gorrell, D., & Baron, S. B. (2020). Op. cit.; Pettas, D., Arampatzi, A., &
Dagkouli-Kyriakoglou, M. (2022, 26 June). LGBTQ+ housing vulnerability in Greece: intersectionality, coping strategies
and the role of solidarity networks. Housing Studies. https://doi.org/10.1080/02673037.2022.2092600

105 Contreras, B. (2021, 3 December). ‘| need my girlfriend off TikTok’: How hackers game abuse-reporting systems. Los
Angeles Times. https://www.latimes.com/business/technology/story/2021-12-03/inside-tiktoks-mass-reporting-problem
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S3, a non-binary person from South Africa, shared her experience of belonging to a group
that actively blocks individuals who harass and troll TGBND people:

Several of us will be reporting at once [...] for example, that group [...] if | want to
report something, | put it on that platform. That platform has over 600 people and
we are all going to actively report that account, so it will go down.

She continued:

| don't navigate them at an individual level. So, if there's someone who is harassing,
trolling, hate speech, [I take] screenshots and put [them] on the WhatsApp group,
and then within a matter of like, 30 minutes, it's down. They've taken it down.

This is a strategic and coordinated response where one person is not burdened with trying
to report an account alone. It also guarantees a response from the platform, which is then
moved to block the user or remove the content.

Use of closed groups

Participants spoke of making use of closed groups as a means of keeping the TNBGD
community safe.’ Closed groups is a function or option on platforms such as Facebook,
as well as chat applications such as WhatsApp and Telegram.

R3 from Rwanda shared how she feels that these groups “are safe.” Participants attributed
the reason for feeling safe to the fact that closed groups only accept people through an
invitation process by people known to them. The use of closed groups is a tactic used by
TNBGD people to keep each other safe. B2 explained:

We found that if we have open groups, it allows for everybody to jump in and
disrupt our home, what we're trying to create for ourselves. [We] make sure that
we monitor and put security settings around it. [...] We don't want to be engaging
people on those platforms because they will derail the kind of work that we're
trying to do.

Closed groups are considered to be safe spaces because of the support, advice, resources
and community they offer members.™’

106 Clark-Parsons, R. (2018). Building a digital Girl Army: The cultivation of feminist safe spaces online. New Media &
Society, 20(6), 2125-2144. https://doi.org/10.1177/1461444817731919

107 Horton, C. (2023). Gender minority stress in education: Protecting trans children's mental health in UK schools.
International Journal of Transgender Health, 24(2), 195-211. https://doi.org/10.1080/26895269.2022.2081645
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In addition to closed groups, participants spoke of other forms of keeping themselves
safe. These include the management of the information they reveal about themselves. R2
shared that “I know how to use my social media; | don’'t post anything when | know that it's
going to make me suffer,” adding, "l try to choose what | can post [and] | can hide some
people [from viewing the post].”

Meanwhile, S8 manages their safety through privacy measures such as “not posting
my pronouns. My safety measures would just be not talking about it or not making any
inclination that | am genderqueer. Unless | know it's safe.”

Participants also shared how they made use of VPNs. U5 and R7 shared that VPNs

give them a greater sense of anonymity and privacy. In addition to engaging in the
abovementioned safety strategies such as blocking, use of closed groups, management
of information and the use of VPNs, some participants spoke of engaging transphobes
in conversation.

From our conversations on navigating, managing and remaining safe online, something
interesting emerged. Some participants shared that they actively engage with transphobic
users. R1 describes her reasoning for this as being that “| know that advocacy is a process
because my purpose is to talk even if there are some people who might not change.”

B4 also takes this approach, sharing:

If I talk to the person, I'm like, okay, this is how we do things. And really explain the
situation to them. And then if they're like, “Oh my God, | didn't know that” and then
apologise [...]| and then refrain from doing such things, then it is okay. | don't have
to block them. But if the person just keeps hammering on then blocking is really
usually my last resort.

Engaging with individuals as described by R1 and B4 is a strategy that requires patience
and asks a lot of a TNBGD person in the way of emotional labour and exposure to potential
violence. This is not an approach that everyone may have the capacity for — in particular
with regards to mental health. We would like to propose that these acts of engaging

with perpetrators and potential perpetrators of OGBV be considered to be “connective
practices”,'®® whereby TNBGD people attempt to connect and establish a link with
antagonists in order to diffuse the situation and to, hopefully, shift their perspective to be
more accepting of TNBGD people.

108 Kantola and Harju speak of “connective practices” among journalists when supporting each other in instances of
harassment. While they use this term here to mean that they connect with each other, we believe that the participants in
our study are engaging with their perpetrators in the same manner. Kantola, A., & Harju, A. A. (2021). Tackling the
emotional toll together: How journalists address harassment with connective practices. Journalism, 24(1).
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When asked about how the platform responds to them, participants reported that
platforms responded in one of two ways to their reporting, either providing no feedback
or outright dismissal of their experience.

B1 shared that in her experience, “as soon as | block the person, | never receive any other
update regarding them or their presence.”

For their part, S8 and B2 also felt that their complaints via the feedback channels were
ignored. Other participants shared how platforms outright dismissed their experiences

or took action against them instead of the perpetrators. For instance, S1 shared that “on
Twitter I've laid reports of what | thought was active harassment, but they thought it wasn't.”

Meanwhile S7, a non-binary South African, shared how someone had commented on a
post of theirs with threats and the response from Facebook was “it was my post that was
deleted” and “I got my account restricted.” When asked why they think this happened, they
shared that “if there are people moderating, there is internalised misogyny there that is so
deep, that they're like, ‘Yeah, this is okay.”

One participant, S6, shared that in their case, they found that language was critical in
whether an account would be blocked or not, explaining:

For the DMs, especially in languages that are not English, it's really harder to get
somebody's account taken down or understand insults and slurs in the language. |
can report and block but | don't think reporting will do anything.

This shows a platform approach to reporting that does not account for language and the
ways in which OGBV manifests in languages outside of the platform’s primary language -
usually English. For instance, in 2019 it was reported that out of 111 different languages
officially supported by Facebook, the community standards of the platform had only

been translated into 41. This is only in the way of community standards, which places the
expectation on the user to understand that content such as hate speech and threatening
violence are not accepted on the platform.™®

What is further needed is an understanding of the moderation processes, who moderators

109 Fick, M., & Dave, P. (2019, 23 April). Facebook'’s flood of languages leave it struggling to monitor content. Reuters.
https://www.reuters.com/article/us-facebook-languages-insight-idUSKCN1RZODW; Roberts, T., & Marchais, G. (2018).
Assessing the role of social media and digital technology in violence reporting. Contemporary Readings in Law & Social
Justice, 10(2).
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are, their regions, and the languages spoken, in order to understand the nature of the
support available for users reporting instances of OGBV and other violence. There have
been several calls for greater transparency in the moderation processes of platforms.'™

Participants mostly used blocking as their primary tool to protect themselves, as well
as managing their contacts, while some participants are in closed TNBGD groups which
require an invitation or a vetting process before a member is allowed to join the group.

Some participants spoke of how they manage what information they share about
themselves, such as their names and location, to prevent being traced offline. Some,
concerningly, spoke of leaving platforms and/or silencing themselves because the OGBV
had become too overwhelming. Most participants did not feel that their cases were being
taken seriously or that OGBV was recognised as a serious matter that requires urgent
addressing by platform owners.

An interesting and strategic response to the lack of response from platforms to individual
reporting is the use of a solidarity strategy whereby a group of people all report an
account individually in order to gain the platform'’s attention. This coordinated effort
shows care for the individual who may have been targeted as well as the collective in
order to protect other TNBGD people from being targeted.

When reporting violence, participants were told by the platforms to block the accounts,
and after reporting, most participants did not receive feedback from the platforms, so

they were not aware if the platforms had dealt with the matter and whether other TNBGD
people were being targeted. This leaves participants, and other TNBGD people who report
OGBYV, in a liminal space of not knowing how their cases have been managed or processed.
Greater transparency is needed from platforms in how they managed cases, as well as
open communication to ensure that they do not exacerbate an already difficult experience.

110 Azelmat, M. (2021, 17 August). Can social media platforms tackle online violence without structural change?
GenderlT.org. https://genderit.org/feminist-talk/can-social-media-platforms-tackle-online-violence-without-structural-
change; MacCarthy, M. (2022, 1 November). Transparency is essential for effective social media regulation. Brookings.
https://www.brookings.edu/blog/techtank/2022/11/01/transparency-is-essential-for-effective-social-media-regulation;
MacCarthy, M. (2020). Transparency requirements for digital social media platforms: Recommendations for policy
makers and industry. Transatlantic Working Group. https://www.ivir.nl/publicaties/download/Transparency_MacCarthy_
Feb_2020.pdf; Donovan, J. (2020, 6 November). Why social media can’t keep moderating content in the shadows. MIT
Technology Review.
https://www.technologyreview.com/2020/11/06/1011769/social-media-moderation-transparency-censorship
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In this report we have presented the OGBV experiences of TNBGD people from
Botswana, Rwanda, South Africa and Uganda. We have made the argument that the
conceptualisation of OGBV needs to be redefined to include the experiences of TNBGD
people in order to be more inclusive, responsive and ethical. If the conceptualisation of
0GBV is inclusive of TNBGD experiences, responses to OGBV will be inclusive and better
suited to the needs of TNBGD people.

The TNBGD community is not a fringe community or a minority that can be ignored when
we think of OGBYV, as they currently face a disproportionate amount of violence online and
offline — as Graaff has shown, transwomen in particular experience the highest rates of
violence.”" It is urgent that the necessary steps are taken to understand and respond to
TNBGD people’s experiences of OGBV.

The Left Out Project makes the following recommendations:
TNBGD individuals can take the following measures towards increasing their safety by:

+ Using privacy settings on their social media accounts to control who can see their
posts and personal information.

+ Being selective about whom they share personal information with, such as their
location, phone number or email address, and not sharing it with people they

do not know.

« Utilising the block or report feature on the platform that they are using to prevent
perpetrators from contacting them again.

+ Considering using a pseudonym instead of their name online to protec their identity.

111 Graaff, K. (2021). Op. cit.
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The LGBTQIA+ community and allies can help fight OGBV by:

+ Calling out and reporting hateful and discriminatory comments and behaviours
online and offline.

+ Educating others about the harmful impacts of transphobia.

+ Showing support for TNBGD individuals by using inclusive language and respecting
the pronouns and gender identity of TNBGD people.

+ Advocating for policy changes that protect the rights of TNBGD individuals online
and offline.

*+ Helping to amplify the voices of TNBGD individuals by consensually sharing their
stories and experiences and supporting trans-led organisations.
LGBTQIA+ organisations can support TNBGD people by:

+ Being more inclusive of TNBGD people in their organising, language choice and
treatment of TNBGD people.

+ Providing resources and information on online safety that includes tips on how
to protect personal information, how to report harassment and where to find mental

health support.

+ Offering support services such as counselling and crisis hotlines for TNBGD
persons who are experiencing OGBV.

+ Providing training and education for staff and volunteers on how to recognise and
respond to OGBVY, and how to be respectful of pronouns, identities and experiences.

+ Helping create online safe spaces such as moderated forums and support groups
for TNBGD individuals to connect with each other and find community.
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Organisations''? addressing GBV/OGBV can support TNBGD people by:

Adopting an inclusive understanding of gender, gender identities,
gender expression, and OGBV.

Adopting an intersectional approach to their work that is inclusive of TNBGD people
and how they may face compounded forms of discrimination and harassment
based on their gender identity, race, ethnicity, disability and other factors.

Offering support services such as counselling, health services and crisis hotlines
for TNBGD individuals who are experiencing OGBV.

Advocating for media representation and inclusion that are inclusive of TNBGD
individuals to help reduce negative stereotypes and promote acceptance

and understanding.

Legally recognising TNBGD identities to pave the way for future laws protecting the
well-being and safety of TNBGD people, including in the context of OGBV.

Including TNBDG sensitisation in school curricula, police training, etc.

Civil society and development organisations can:

Advocate for policy changes that protect the rights of TNBGD individuals online by
seeking to prevent online hate speech and discrimination.

Raise awareness about the prevalence and impact of OGBV on TNBGD individuals
through public campaigns.

Provide funding for research that focuses on online safety for TNBGD individuals.

Train all staff and volunteers on how to recognise and respond to OGBV in an
inclusive and respectful manner.

Provide grants to secure VPNs for LGBTQIA+ community members in countries
with discriminatory governments and criminal justice systems.

Forbid the non-consensual sharing of photos, videos and information of TNBDG
individuals in organisational policy.

112

This includes the criminal justice system, health care system, government structures, and any other groups working in
gender, gender-based violence, and online gender-based violence.
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Social media and digital tech platforms must:

+ Engage with TNBGD individuals and communities to understand the struggles they
face using online platforms and design better, more inclusive platforms.

+ Develop clear and comprehensive policies that prohibit online harassment, bullying
and hate speech that contribute towards OGBV and ensure that they are enforced
consistently and with care.

« Provide inclusive and respectful reporting tools in different languages that allow
users to report OGBV.

+ Create educational materials about blocking, flagging and reporting perpetrators
of OGBV (e.g. in the style of a “tour” of new features).

+ Protect the privacy and personal information of TNBGD individuals and ensure that
their identities are not revealed without their consent.

+ Use ethical Al to identify and remove harmful content and prevent the spread of
hate speech and harassment of TNBGD persons online; this should also be inclusive

of slurs and hate speech in other languages.

* Include mechanisms to confirm the identities of users and include “verification”
tags in order to safeguard platform users.

« Commit to never sell user data to any third party and to never share data with
governments or criminal justice systems.
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Appendix
Individual consent for research participation

Title of the study: The Left Out Project

Name of researchers: Dr Nyx McLean and Thurlo Cicero
Contact details:

Email: nyxmclean@gmail.com | thurlo@gmail.com

Purpose of the study: The purpose of this study is to critically explore and understand the impact
online gender-based violence has in the transgender, non-binary and gender diverse community.

| have been informed that there will not be any negative consequence if | may choose not to answer
certain questions, or withdraw from participating at any time. | understand that the conversation will
be recorded and all information | give will be kept confidential.

My participation is voluntary; | understand that | may choose to remain anonymous or to share my
identity for the purposes of publication. | make the following stipulations (please tick as appropriate):

In project In research Both Neither
report publication

My image may
be used:

My name may
be used:

My exact
words may
be used:

Any other
(stipulate):

Acceptance: |, (print name) agree to participate in the meta-research project
conducted by Dr. Nyx McLean and Thurlo Cicero on behalf of FIRN and APC. If | have any questions
about the study, | may contact the researcher and the organisation. If | have any questions
regarding the ethical conduct of this study, | may contact Tigist S. Hussen: tigist@apcwomen.org

Participant's signature: Date:

Researcher's signature: Date:

*PLEASE SELECT A DATE THAT YOU ARE AVAILABLE FOR THE INTERVIEW*

October

YES
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